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Information Gathering

“Denotes the collection of information:before the
attack. The ideaisto collect as - much information
as possible about the target-which-may be
valuable later.”



OSINT:
Open Source INTelligence

“Is an Information processing discipline that involves
finding, selecting, and acquiring information from
publicly available sources and analyzing it to produce
actionable intelligence.”



Penetration test anatomy

Information Gathering

Discovery / Fingerprinting

Vulnerabilit

Exploitation

Reporting

S S21sec



I S S S S S S Y S Sy S Y O O O S Y S Sy e O O Oy O Oy Y Y Y Y Y Y Yy Yy

,.,J,.,JJJJJJJJJJJJJJJJJ Mguddqu JJNJNJ“J“ MJ“JNJNJ“ y MJ“ MJNJJJNJUJU JJJJJJJJJJJJ,JJ,.,.,. SRRRRAA
YYYYYYYYYYYS 4qJJJ * ssssssnnnssihahnnihl
IRRRRRAARRARRRRRRRRRRRRRRRRRRRRRRRRRRRRARRARARRRRRRRARRAN

Y Y Y Y Y Y Y Y Y Y Y Y Y Y S

LYY YT YT YT Y YYY Y Y Y Y Yy

JJJJJ‘J.—.--... 5
2SR RRRRRRRRRE

3 TYYYYYY Y Y YNy
TYY Y Y YN Y Y
TYYYYY Y Y Y Y Y S

YT Y Y Y YT Y Y Y YN S
Mﬁf 1222220 0RRARRE
Ty Yy Y Y9y

122NN RRRRRRRARAN
: FTYYYYYYSY YN Y Yy
TIXITIT TN 99 9999
TI 2 200999
YYYYYYY Y Y YN

¢
J ....
fﬁ
J JJJJJJ/;z;.l,
JJJJJJJJJI._.._,
YYYYSY Y YN Y NY Y Y Y
TIITYY Y Y9999y
THYNYNYNY YN NY Y
j TIYYYYYY Y
Y Y Y YN Y
JJJJJ/J..‘.J

S S21sec

FYYYYYYY YN
JJJJ.JI;.:..
TYYYYYYYY Y
TITIIYY Y\

3

TIT I I Y Y9998
TI IS Y Y Y Yy
TIT I I 99
TIIITY Y YY

JJ4444,4,4‘4

v 99NN z;zafdeJ“,

) ,....,44444JJJJ
Y YN S JJJJ.J.JJ
Y NYNYYYYSS
Y YYYYIR S 414141411?
Yy Y YYYYYYS
LR R ,.,.,.,e 1Y)

LA //JQJ/JJJJJJJJJJJ;VJ
L LY S Y S G W S
.,,..1/144/444444441Jﬂﬂ
. ......1._.44JJJJJJJJJJ
I I I I YT I I Y Y Y™™
T Y T T T Y YT YT YT YT YT YT YT YT YTYYYYYYS f
Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYYS
VY Y Y Y Y Y Y Y Y Y Y Y Y YYYYYYYYS Y
BEREAR RN R R AR RN R RN RN RN R AR RRRRRRRRRRRRRRRRRRRRRRRRRRRRRN !
IR R R R R R R R R R R R R RN R R R R R R R R R R R R R R R R R R RRRRRRR AR R R R
BEEE R R R R R R R R R R N N N R N P R R R R R R R R R PR R R R R R R R R R R R R R R R RR
. T T T T T T T T T T T T T T T T YT YT YT YT YT YT YT Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Yy ey

T T YT T T T I T T T T T T TYT YT YT TYTYTYTYTYTYOYOYTYTYTYTCYTYYTYOYOY Y Y YNYYY Y
1 T T T T YT N YT YN YN YN YNYNYNY Y Y SYSN TN T T T YT YT YT YT YT YT YT YT Y Y Y Y Y Y Y Y Y

'Y YYNYNYS » .
Y YNYNYN .4.._/././,JJJJJJ 3 FWWD‘U‘ ;
.,,,..”...,4,,,.44444444IJJJJJJJJJJJJffJJJJJJVJNJJMJ / e 4




.G - Types of iInformation

Domain, subdomain/host names#p tc v.target.com

>

Email Accounts = @target.com

User names

Person names =

oooooooooooooooooooooooooooooo


mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com

|.G what for?

» |nfraestructure:

x [nformation for discovering new:targets, to get a
description of the hosts (NS, MX, AS,etc), shared
reSOUrces

® Peopleand:organizations:

® [Or performing brute force attacks on available
SENVICES, Spear phishing, social engineering,
investigations, analysis, background checks,
information leaks



How can we obtain this kind
of iInfo’?

Tomorrow’s Digital Security, Today



Obtaining host and Bomains info -
Classic

x /one Transfer (active)

x \Vhois (passive)

x RBeverse Lookup (active)
x BruteForce (active++)

x Malil headers (active)

x smtp (active++)

Tomorrow’s Digital Security, Today



Zone- Iransfer - DIG

request: dig @srv.weak.dnsiweakans =tAXER

— DNS
Tester

< Server




DNS bruteforce

Domain::target:com

hostrafrodifa:target:com

Afrodita target-com s 0D 4 68 4 server

DiIscoverd:-hosts:
afrodita
Neo




Mall Headers

Received: from smtp.example.com (6.Net-45-12-192.dynamicIP.example.net
[192.12.45.6])
by mail.example.org (Postfix) with ESMTP id OABOE1l47B1l

Received: from smtp.example.com (smtp.example.com [172.18.5.21])
by mxl.example.com (8.11.6/8.11.6) with ESMTP id 182sokwis;

Received: from vaio (172.16.1.100)
by smtp.example.com (Postfix) with ESMTP id 182shwk;

X-Mailer: Microsoft Office outlook, Build 11.0.5510
User-Agent: Thunderbird 1.5.0.7 (Windows/20060909)

X-Mailer: ColdFusion MX Application Server

X-MimeOLE: Produced By Microsoft MimeOLE Vv6.00.2900.2962

X-Mailer: Evolution 2.2.3 (2.2.3-4.fc4)

X-Mailer: iPlanet Messenger Express 5.2 Patch 2 (built Jul 14 2004)




Obtaining user info - Classic

» Search engines (passive) Google

x \\eb pages (active)

Tomorrow’s Digital Security, Today
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Obtaining host and Bomains info

x Search Engines (passive)
x Public PGP key: servers (passive)

x serversniff.net and others (passive)

oooooooooooooooooooooooooooooo



Obtaining host and Domains -
Search engines Passive:

I 52.Q0V Buscar cot GLoogle
IC http://www.google.es /search?hl=es&q="nasa.gc... ¥ - IG capture video free Q
Acceder

Nuevo

LaWeb Imagenes Noticias Maps!

G () : /8 lC nasa.gov’ _ _

Busqueda: ® laweb paginas en espanol _ paginas de Espana

La Web Resultados 1 - 10 de aproximadamente 13.100.000 de "nasa.gov". (0,04 segundos)

NASA - Home - | |

The nasa.gov site requires that JavaScripts be enabled in your browser. ... Follow this link to
go to the text only version of nasa.gov ...
www.nasa.gov/ - 69k - -

Space Shuttle STEREQO - The Sun in 3D

MULTIMEDIA Results

News - Highlights Want to Work at NASA?

Missions - Highlights Space Station Section

Ciencia @ NASA

Reportajes cientificos sobre astronomia, ciencias espaciales, fisica y biologia.
ciencia.nasa.qov/ - 17k - - S l I O I I l a

El Sol se voltea

Actualizaciones sobre la misidn de la sonda Ulises se pueden encontrar en
en http://ulysses.jpl.nasa.gov. ...

ciencia.nasa.gov/headlines/y2001/ast 1.htm - 19K -

[

enes Interactivas de Satélites Meteoroldgicogeoestacionarios ...
Oficial Responsable: Dr. James E. Arnold (jim.arnold@msgi€ nasa.gov) Administrador de la
Pagina: Paul J. Meyer (paul.meyer@msfc.nasa.gov) ..
weather.msfc.nasa.gov/GOES/qgoes es.html - 12k -

The Space Place :: Inicio
Informaciones, juegos, entretenimientos y curiosidades sobre el mundo espacial.
spaceplace.nasa.gov/sp/kids/ - 18k - -

Exploracion de Marte: Resena general
El sol detras del limbo de Marte Desde nuestra primera foto detallada de Marte tomada en
aa e : :




Obtaining host ana Domains info.

e e i

The PGP public key: servers are only intended to
help the user in exchanging public keys

http://keyserver.veridis.com/

http://pgp.rediris.es: 1137 1/pks/lookup?
search=domain

oooooooooooooooooooooooooooooo


http://pgp.mit.edu
http://pgp.mit.edu
http://pgp.rediris.es:11371/pks/lookup?search=
http://pgp.rediris.es:11371/pks/lookup?search=
http://pgp.rediris.es:11371/pks/lookup?search=
http://pgp.rediris.es:11371/pks/lookup?search=

Obtaining host and Domains info

[ ¥ o ¥ o F LV P P L ]

‘ \ . http://keyserver.veridis.com:11371/search?q=apple.com&p=3 ~ Q~ pgp key server redir

N\ Page Load Error /1 Page Load Error () PGP Corporation - Onl () MIT PGP Key Server R OpenPGP Keyserver munkcdln Home

KeyServer

t 555 for apple.com. (0.044
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Obtaining host and Bomains
Subdomainer

glast.gsfc.nasa.gov ====> 128.183.248.122
isccp.giss.nasq.goy ====> 169.154.2084 .52
aura.gsfc.nasa.gov ====> 128.183.212.218

www .cdscc.nasq.goy ====x> 2083.37.69.18
nightsky.jpl.nasa.goy ====> 128.149.224.62
microgravityuniversity.jsc.nasa.gov ====> 195.122.144.166

rapidfire.sci.gsfc.nasq.gov ====> 169.154.196.76
neat.jpl.nasa.gov ====x= 137.75.175.64
earthobservatory.nasa.govy ====> 128.183.1683.247
opensource.arc.nasa.goy ====x> 125.162.162.85
climate.gsfc.nasa.goy ====> 128.183.1682.137
namma.msfc.nasa.goy ====> 198.122.199.2485

www . watf .nasa.gov ====> 138.135.118.42
asrs.arc.nasa.gov ====x> 128.162.2.185

career launch.jpl.nasa.goy ====> 128.149.1258.44
echo.jpl.nasa.gov ====> 137.78.253.36
onearth.jpl.nasq.goy ====> 128.149.132.199
medicarchive.ksc.nasa.goy ====> 195.119.262.51
education.gsfc.nasa.gov ====> 128.183.244.216
istp.gsfc.nasa.gov ====> 128.183.196.25
ghrc.msfc.nasa.gov ====> 195.122.199.239
sec.gsfc.nasa.gov ====> 128.183.169.198
esc.nasa.gov ====> 128.183.112.167
gch.gsfc.nasa.govy ====> 128.183.248.45

lheamail .gsfc.nasa.goy ====> 128.183.16.143
ndrd.gsfc.nasa.gov ====x> 128.183.1682.2600

liberacion:/tools/edge/edgesec/subdomainer root# D Vi

S S21sec
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Obtaining host and Domains
Subdomainer

Once we have some host names, we can improve our
dictionary using Google sets; and then try a brute force
attack on the dns.



Obtaining host and Domains
Subdomainer

Feedback Discuss Terms of Use

Google

Sets

Feedback Discuss Terms of Use

Predicted Items

C_ Q0O gl@ =

bilbo

Sets

Automatically create sets of items from a few examples. gandalf

legolas

Enter a few items from a set of things. (example) .
Next, press Large Set or Small Set and we'll try to predict other items in the set.

aragorn

gollum

® bilbo be .
oromir

galadriel
frodo

saruman

(clear all)

( Large Set ) ( Small Set (15 items or fewer) )
theoden
eomer

denethor




WikiScanner

x Company. IP ranges

x Anonymous Wikipedia edits; from interesting
organizations

x Nttp://wikiscanner.virgil.gr/



http://wikiscanner.virgil.gr
http://wikiscanner.virgil.gr

WikiScanner - |IP ranges

Found 150 IP ranges for 'bank of america'

Your query returned more than 150 results, but we're only showing the first 150 for efficiency reasons. -Virgil

IP Range

Name

171.159.129.0-160.231.255 Bank Of America

171.161.160.0-255

171.159.64.0-255

171.161.224.0-255

171.191.65.0-196.96.255

Bank Of America

Bank Of America

Bank Of America

Bank Of America

171.161.96.0-255

171.158.6.0-159.63.255

Bank Of America

Bank Of America

171.160.233.0-161.95.255

Bank Of America

171.159.128.0-255

63.148.5.0-63

| 206.229.105.0-63

69.208.102.112-119

Bank Of America

Woori America Bank

First National Bank Of America

Mid America Bank

Domain

pacbell.net [web]

pacbell.net [web]

pacbell.net [web]

bankofamerica.com [web]

pacbell.net [web]

bankofamerica.com [web]

davita.com [web]

pacbell.net [web]

bankofamerica.com [web]

gwest.net [web]

Location

Concord, California,
United States

Dallas, Texas, United
States

Walnut Creek,
California, United States

Charlotte, North
Carolina, United States

Concord, California,
United States

Pasadena, California,
United States

Concord, California,
United States

Concord, California,
United States

Chicago, Illinois, United
States

Flushing, New York,
United States

East Lansing, Michigan,
United States

Chicago. Illinois, United

EN edits DE edits JA Edits

1396

990

1

0




WikiScanner - Wikipedia edits

Found 22 edits within
171.159.128.0-255

Submit your favorite edits to Wired's 27bstroke6.

ip title
171.159.128.10 1974 in film [cur)
171.159.128.10 Bosch reaction [cur]
171.159.128.10 Evangelical Lutheran Synod [cur]
171.159.128.10 Fencing [cur]
171.159.128.10 IBM Rational ClearCase [cur]
171.159.128.10 Lutheranism [cur]
171.159.128.10 MediaWiki talk:Recentchangestext [cur]
171.159.128.10 MOD (file format) [cur]
171.159.128.10 Prior art [cur]
171.159.128.10 Terraforming [cur]
171.159.128.10 Terraforming [cur]
171.159.128.10 Terraforming [cur]
171.159.128.10 Terraforming [cur]
171.159.128.10 Terraforming [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Vladimir Nazlymov [cur]
171.159.128.10 Wikipedia:Introduction [cur]

diff comment time
5080980 /* Other Movies Released */ 2004-07-14 13:33:06
4928021 2004-06-25 14:10:03
13907709 /* History */ 2005-03-30 16:13:13
4821554 /* Notable modern fencers and fencing masters */ 2004-07-23 19:18:12
4260457 2004-06-24 17:54:29
11739455 /* Denomination organization */ 2005-03-30 15:57:53
4021222 /* Requested Articles */ 2004-06-10 18:13:44
7042652 /* Software */ 2004-09-21 15:54:12
5147269 /* First-to-file systems */ 2004-08-11 18:38:52
4262808 2004-06-24 19:46:46
4263486 /* Converting atmosphere */ 2004-06-24 19:54:23
4264445 /* In fiction */ 2004-06-24 21:25:47
4264707 /* History */ 2004-06-24 21:45:24
4264749 /* Ethical issues */ 2004-06-24 21:50:27
4810524 2004-07-23 22:17:46
4810537 2004-07-23 22:18:46
4810548 2004-07-23 22:19:58
4810611 2004-07-23 22:20:51
4810820 2004-07-23 22:25:38
4810835 2004-07-23 22:35:51
4810984 2004-07-23 22:36:34
13800404 2005-05-16 20:29:48




Obtaining user info - New: sources

x PgP key servers (passive)
x Soclal Networks (passive)

x Metadata (passive)

Tomorrow’s Digital Security, Today



Obtaining user info - New: sources

= Social networks Linked [}

LinkedIn i1s an online network - of more than 15 million
experienced professionals from around the world,

representing 150 industries.

A AR oBRe AR - B o e

Tomorrow’s Digital Security, Today



Obtaining user info - Linked [
New sources

e
(% Your Network

W ot
f \
| -
3®
Three degrees
Their friends

279,400+

Current Job
Pasts Jobs
—ducation
Job description
S

> 821sec

oooooooooooooooooooooooooooo



Obtaining user INfo -
New sources

XING’

You're looking for: nasa

The following number of people were found on XING matching your search for "nasa™

>

>

>

>

Previous companies 179

About me 168

Company 145

Haves 49

New search

w7 7 Y U



Linked [{}}

btaining user Info - theHarvester

libe liber Julie Atwood

ook

*The
*Coc
*Edc
*cme
Hkoko

Usac

Exan

libe

Heather Landers
Pete Langlois
Megumi Nordby
Eric Dawson
Tobey Fitch
Solomon Eljashev
Conrad Klahn
Jennifer Dockeray
Neil Saunders
Lance Hoffman
Roy Riccomini
Nick Hodge

Ellen Pellens
Bill Stevenson
Matthew Formica
Michael Agustin
Dave Falkenburg
Carsten Brinkschulte
Stewart Hopkirk
Steve Flinn

Eric Shultz

Phil Kirschner
Noelle Gonzalez
Danese Cooper
Ben DeVries
Kathy Tafel

Joe Interisano
Mark Leabo
Gregor Purdy

Joe Jasinskas
Nicholas VYolodimer
Kati Lechner
Pete Petras

Total results: 71

liberacion:/tools/edge/edgesec/theHarvester root# D

Msec

Tomorrow’s Digital Security, Today



Obtaining Emails - theHarvester

liberacion:/tools/edge/edgesec/theHarvester root# python theHarvester.py -d "nasa.gov" -1 188 -b google

AkoRoRRR R R KRR R R R R R R KRR R R R R R Rk kR kR Rk Rk ok ok

*TheHarvester Ver. 1.4 *
*Coded by laramies *
*Edge-Security Research *
*cmartorel la@edge-security .com *

ARoRoRR R R R KRR R R KRR KRR R R R R Rk kR kR kR Rk Rk ok ok

Searching for nasa.gov in google :

Total results: 1270660606
Limit: 168
Searching results: 8

Accounts found:

jim.arnold@msfc.nasa.govy

paul .meyver@msfc.nasa.gov
globus@nas .nasa.gov

he lp@sti.nasa.gov

earthweb@mail .nasa.gov
histinfo@hq.nasa.gov
E.Larko@nasa.gov
steven.m.graham.2@gsfc.nasa.gov
starchi ld@heasarc.gsfc.nasa.gov
espenak@gsfc.nasa.gov
pierce@agnes.gsfc.nasa.gov
access@mail .arc.nasa.gov

Total results: 12
liberacion:/tools/edge/edgesec/theHarvester root# D



Online tools

x ServersSniff.net:
e NameServers reports (NS)
e Autonomous Systems reports (AS)

e \/irtual hosts



Serversniff MX and NS
Graphs

ns2.nasa.gov. 198.116.4.185

nasa.gov NS ns3.nasa.gov. 198.116.4.181 198.116.0.0/14
198.117.1.121

198.117.0.121

ndmsnpf01l.ndc.nasa.gov.
ndjsnpf02.ndc.nasa.gov.

\

198.117.1.122
‘
ndmsnpf03.ndc.nasa.gov. 198.117.0.123

ndjsnpf03.ndc.nasa.gov. 198.117.1.123
ndmsnpf02.ndc.nasa.gov. 198.117.0.122




Obtaining more data - New sources

Metadata: Is data about data.

S used to facllitate the understanding, use and
management of data.

Tomorrow’s Digital Security, Today



Obtaining more data - New sources
- Metadata

Provides basic information such as the author of a
WOrk, the date of creation, links to any related
WOIKS, €lcC.

Tomorrow’s Digital Security, Today



Vetaaata - publin Core (schema)

Content & about the Intellectual Property |Electronic or Physical

Title Author or Creator Date
Subject Publisher Type
Description Contributor Format
Language Rights |dentifier
Relation
Coverage

S S21sec

Tomorrow’s Digital Security, Today



Vietadata - example

logo-Kubuntu:png

\

software - software -
size - 1501x391 size - 1501x379
mimetype - image/png mimetype - image/png


http://www.inkscape.org
http://www.inkscape.org

Vietadata - Images

» EXIF Exchangeable Image f . <o Exposure: z.sozzsecu}som
File Format " o .

Taken on

September 14, 2008 at
[ GPS = General JFIF Exif TIFF

® (5PS coordinates Sttty ——————

Altitude Reference above sea level
CPS Version 2.0

® | | f Ynatls BXIF datat Latitude 53.40716552734375 N
I e {ﬁ_\lrwpstall new digital c4 Long.ituc'e -1.903666615486145 W
(ipg) files with EXIF (Ex{
File) data. Camera setti Map Datum WGS-84

information are recorde
the image file. Example Status A

are shutter speed, date - o = . x
m exposure compensatio rime Star np 12:06:52.00
. a e ra ype if a flash was used.

Source: Digicamhelp.

® Serial number

e Sometimes unaltered
original photo can be
found in thumbnalil v
Online exif viewer. o




Metadata - EXIE- Harry Pwner

I File Properties

C:ADeathlyH allows\HFP7 pages 001-139\MG_3624.|pg

File 1 of 77

1 F'I‘ng,':icall 2 Detads 3. Info | 4 Dabba:cl 5, P’.cy-».'ord:l 6. User Fields | 7. Gaberies

Canon macro mode: 0

Canon self-timer: 0

Canon quality: Fine

Canon Hlash mode: Auto + Red-eye
Canon dive mode: Single

Canon focus mode: Al Focus
Canon image sze: Laige

Canon easy shooting mode: Full auto
Canon digital zoom: 65535

Canon contrast High

Canon saturabion: High

Canon sharpness: High

Canon metering mode: Evaluative
Canon focus type: 2

Canon &F point 16385

Canon exposwre mode; E asy shooting
Canon long focal length: 55

Canon short focal length: 18

Canon focal length units: 1

Canon flash actrvity: Not fired
Canon flash details: 8200

Canon white balance: Auto

Canon burst sequence: [

Canon subject distance: 0.077000

Canon Hash bas: 0000000

Canon lirmware version: Firmware Version 1.0.2

anon sernal number: 5611

Deathly EXIF?




Metagata

®x SO Where can we get interesting metadata’”
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Meta oofll

x Metagoofil is an information gathering tool
designed for extracting metadata of public
documents (pdt,doc, xIs;ppt,etc) availables in
the target/victim:-websites.

S S21sec



Meta oofil

Workers

User names Server names
names

Software

~ains versions + Date




Meta oofll

site:nasa.gov filetype:ppt

Web |Images News l'v1a’sr""?"""’ Groups Schelar more »

Web Result

PPT) Annual Procurement Repo

rmat: Microsoft Powerpoint -"|ew as HTML
Annual Procurement Report Fiscal Year 2003. NASA GODDARD SPACE. FLIGHT CENTER.
1. 2. Source: Code 210. * Includes NASA HQ. NASA GSFC* Procurement Personnel .
www.gsfc.nasa.gov/APRFY20031.ppt -

PPT) WWW.Nasa.qov/ppt/47355main_Head

mat: Microsoft Powerpoint - View as HTML
NASA NPG 7120.5A Town Hall. Agenda; Welcome and Intreductions - Chris Christensen;
Agency Perspective - General Dailey: NPG 7120.5A Overview - Carolyn ..

PPT) MAGNETIC FIELD USES SOUND WAVES TO IGNITE SUN'S RING OF FIRE
rmat: Microsoft Powerpoint - View as HTML

MAGNETIC FIELD USES SOUND WAVES TO IGNITE SUN'S RING OF FIRE. Stuart

Jefferies, University of Hawaii, HI. Viggo Hansteen, University of Oslo, Norway ...

www.nasa.gov/ppt/178222main _nasa press no comment.ppt -

rrpT) WWW.Nasa.qov/ppt/119097main_Marks.ppt

. Microsoft Powerpoint - View as HTML
1. NOAA 2005 Hurricane Field Program — Intensity Forecast Experiment (IFEX) Frank Marks
NOAA/AOML Hurricane Research Division .

PPT) www.nasa.qov/ppt/118984main heymsfield telcon slid... 2
m Microsoft Powerpoint - View as HTML Sec

ER 2 Doppler Radar. tEDOP; Cloud Radar System (CRS). MODIS Airborne Simulator (MAS).
Advanced Microwave Precipitation Radiometer (AMPR) / Liahtninag

Tomorrow’s Digital Security, Today



Meta oofll

Downloaded files

— |

\

=

-
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Meta oofll - results

http://lwsscience.gsfc.nasa.gov/Townsend _LWSWG ppt
Local copy Open

Important metadata:

mimetype - application/vnd.ms-powerpoint
paragraph count - 181

last saved by - Lt

creation date - 2004-04-03T23:36:582
title - PowerPoint Presentation

word count - 974

creator - Lt

date - 2004-04-06T12:42:45Z2

generator - Microsoft PowerPoint

http://saber.larc.nasa.gov/03SABER _non_LTE_algo_approach.ppt

Local copy. failed download :

http://ldcm.nasa.gov/library/Analysis_L7ImageryPurchases_110501 .ppt
Local copy Open

Important metadata:

mimetype - application/vnd.ms-powerpoint
paragraph count - 123

last saved by =~ RWIKER

template - C:\Documents and Settings\ml0282\Application Data\Microsoft\Templates\mtek briefing.pot
creation date - Z001-09=24T21:26:00%Z
title - TitleHere

word count - 520

page count - 3

creator - Mitretek Systems

date - 2001-11-08T13:26:222

generator - Microsoft PowerPoint 4.0

http://gsfctechnology.gsfc.nasa.gov/Code350procurement020 120035 .ppt




Meta oofll - results

9

http://weboflife.nasa.gov/1202 .doc

Local copy Open

[mportant metadata:

mimetype - application/msword

revision history - Revision #0: Author 'Philip T. Metzger' worked on
language - U.S. English

paragraph count - 2

line count - 10

last saved by - Philip T. Metzger
character count - 1258

template - Normal.dot

creation date - 2005-01-03T13:33:00Z
title - Penetrometer Testing of Transparent Granular Medium
word count - 220

page count - 1

creator - Masahiro Toiya

date - 2005-01-03T13:35:002Z

generator - Microsoft Word 10.0

http://weboflife .nasa.gov/0704.doc

Local copy Open

[mportant metadata:

mimetype - application/msword

revision history - Revision #0: Author 'Philip T. Metzger' worked on
language = U.S. English

paragraph count - 2

line count - 8

last saved by - Philip T. Metzger
character count - 1004

template - Normal.dot

creation date - 2005-01-03T17:01:00Z
title - Rapid Relaxation of a Granular Step
word count = 175

page count - 1

creator - akudrolli

date - 2005-01-03T17:01:002

generator - Microsoft Word 10.0




Meta oofll - results

http://imdc .nasa.gov/IMDCPrework .xls

Local copy Open

Important metadata:

mimetype - application/vnd.ms-excel
last saved by - fbuchananjones
creation date - 2000-08-11T18:35:342
title - Mission Requirements

creator - _Corina Moore

date - 2005-10-24T15:51:062
generator - Microsoft Excel

http://www.nasa.gov/xIs/[531027main_I12 1TV Sked .xIs

Local copy Open

[mportant metadata:

imetype - application/vnd.ms-excel
last saved by - LMIT-ODIN

subject - STS-89 TV Schedule
creation date - 1997-02-06T21:58:032
title - B9TV Sked
creator - Eileen Walsh
date - 2006-06-23T18:38:272

generator - Microsoft Excel

http://www.nasa.gov/xIs/163559main_LunarExplorationObjectives xIs

Local copy Open

[mportant metadata:

imetype - application/vnd.ms-excel
last saved by - Audrey Schaffer
creation date - 2006-06-29T14:20:242
creator - LMIT ODIN

generator - Microsoft Excel




Meta oofll - results

http://www.nasa.gov/doc/47 147main_pmsepstruc.doc

Local copy Open

[mportant metadata:

mimetype - application/msword

revision
revision
revision
revision
revision
revision
revision
revision
revision
revision

history
history
history
history
history
history
history
history
history
history

Revision
Revision
Revision
Revision
Revision
Revision
Revision
Revision
Revision
Revision

#9 s
#8 :
#7 s
#6 :
#5 ¢
#4
#3:
#2 ¢
#1
#0 2

Author
Author
Author
Author
Author
Author
Author
Author
Author
Author

‘Jennifer Romeo' worked on 'romeo HD:Documents:Articles & News:Articles PN

'jwiater‘ worked on
‘John Newcomb'

‘Edutech
‘Edutech
"‘Edutech
‘Edutech
"‘Edutech
"‘Edutech
‘Edutech

User'
User'
User'
User'
User'
User'
User'

"\\RGINTS\NasaZnared

JINTIS o Y O ® - O g
worked on 'C:\My Documents\Scientific Man\current Programs)

worked
worked
worked
worked
worked
worked
worked

on
on
on
on
on
on
on

‘C:\My Documents\PMSEP Detailed Structure 8-9-02.
‘C:\My Documents\PMSEP Detailed Structure 8-9-02 .
‘C:\My Documents\PMSEP Detailed Structure 8-7-02.
‘C:\My Documents\PMSEP Detailed Structure 8-7-02.
‘C:\WINDOWS\Temporary Internet Files\OLK4\PMSEP [
‘C:\Documents and Settings\krobinson\Application

‘C:\Documents and Settings\krobinson\Application

language - U.S. English
paragraph count - 13
line count - 55

last saved by = Jennifer
character count - 6/17
template - Normal
creation date - 2002-08-12T14:24:002
title - CONFERENCE STRUCTURE

vord count - 1178

page count = 5

creator - John Newcomb

date - 2002-08-12T14:22:002

generator - Microsoft Word 9.0

Romeo




Meta oofll - results

>ath Disclosure:

C:\Documents and Settings\baltner\Application Data\Microsoft\Word)\
C:\_ISEM\MyProjects\XMLCIO\projectPlan\
C:\Documents and Settings\rbenedic\My Documents\XML\NASA XML\XML Business Case\Final Business Case\

Normal\
C:\WINNT\Personall\
\
U:\users\smarucci\Al\Writing\Internet\HOMEPAGE\cs\

U:\code_hk\Competitive Sourcing\Ten Year Look Back)\

C:\Documents and Settings\jlecren\Application Data\Microsoft\Word\

C:\My Documents\2Ldp\Website\2005 Web Site Update\Reports\

C:\My Documents\2Ldp\2005-06\10rientation\lParticipants\20rientation Binder\Section D Reports\
C:\My Documents\2Ldp\2005-06\10rientation\lParticipants\20rientation Binder\Section D\
C:\My Documents\2Ldp\2004-05\070rientation\Participants\20rientation Binder\Section D\
C:\My Documents\2Ldp\Website\2004 Update\llReports)\

C:\Documents and Settings\rbenedic\Application Data\Microsoft\Word\

C:\Documents and Settings\rbenedic\My Documents\XML\NASA XML\NASA XML Project Plan\NASA XML Project Plan Revisio
\\RGINTS\Nasashared\PMSEP\PMSEP 6\Structure\

C:\My Documents\Scientific Man\Current Programs\EduTech Work\PMSEP Folder\Structure\Present Structure\
C:\My Documents)

C:\WINDOWS\Temporary Internet Files\OLK4)\

C:\Documents and Settings\krobinson\Application Data\Microsoft\Word\
U:\users\kbayer\IOY03\

C:\Documents and Settings\udri9mah\My Documents\Rocket Blast\KSC Meeting)\

C:\Documents and Settings\u4ri9mah\Application Data\Microsoft\Word\

C:\Documents and Settings\pcurto\Desktop\

Vs \

A2\

C:\Documents and Settings\akennedy\My Documents\Data\attach\
U:\users\kbayer\DATA\Word\

Macintosh HD:Users:mls:Documentsl:Documents:student travel:Hemispheresapp)\

Macintosh HD:Documents:student travel:Hemispheresapp)\

Macintosh HD:Documents:student travel:astrobiology workshop:ABstudentapp)

Macintosh HD:Users:mls:Desktop:astrobiology workshop:ABstudentapp)

C:\Documents and Settings\lucero james\Desktop\

C:\Documents and Settings\cordova cecilia\Desktop\PDP\FY03PDPDescrip\

C:\Documents and Settings\cordova cecilia\Desktop\PDP\
C:\CECILIAS0998\Woxrd0998\PDPAug99\

Gwen Young:Desktop Folder:Gwen\

C:\Program Files\Microsoft Office\Templates\Presentation Designs\

D:\Microsoft Office\Templates\Presentation Designs)

C:\Program Files\Office2K\Templates\Presentation Designs\

Macintosh HD:Users:pmhughes:Documents:PH'sDocs:* Peter's Data* :* GSFC R&TD *:FY07 R&TD Planning:FY07 IntegInvi

C:\WINDOWS\Desktop\
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Philip T. Metzger

Nand Lal

Susan Hoban

PAC

Software Management Facility
ganesh

susie marucci

-

Robert Benedict
VALTER KIT
Jennifer Romeo
jwiater

John Newcomb
Edutech User
SAIC-ODIN~NASA HQ
BEAVER

rmirelso

MacP49 LASP

Lab 157

Robert Sullivan
Charles Campbell

Jerome Johnson
Charles Collins
Christopher Brunner
Barry Coutermarsh
NETL User

Richard Williams

Peter Schiffer
Richard Schultz

Zhang
Sarah Martinez
ODIN Seat User
Scott B. Jones
Markus Tuller
Behringer
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Meta oofil & Linkedin results

x Now we have a |ot of information, what can | do’”
e User profiling
® Spear Phishing 7 Social Engineering

® Client side attacks

oooooooooooooooooooooooooooooo
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Metadata - [he Revisionist

x [0ol developed by Michal Zalewski, this tool will
extract comments and “ Track changes’ from VWord
documents.

Finally, Microsoft is an enduring company

committed to providing IT flexibility and growth opuons to our customers so they can continue to rely on their
Microsoft-based IT infrastructure to quickly respond to a competitive marketplace.

http://download.microsoft.com/download/3/4/9/349¢c2166-4d53-436-b1fd-970090e23216/PARTNER/MSFreeShop.doc



http://download.microsoft.com/download/3/4/9/349c2166-4d53-43f6-b1fd-970090e23216/PARTNER/MSFreeShop.doc
http://download.microsoft.com/download/3/4/9/349c2166-4d53-43f6-b1fd-970090e23216/PARTNER/MSFreeShop.doc

larget information;

x Fmall account

x (Google Finance, Reuters

® pipl.com m

» |Jsercheck.com




Google Finance & Reuters

Summary Blographies Basic Compensation Options Compensation

Officers and directors
Name Age Since Current Poslition «

Kenneth D. Lewis > Chalrman of tbe Board’. Desoer, Barbara 55 2008 President of the New Bank of America Mortgage, Home Equity & Insurance Services
President, Chief Executive Officer Business

Joe L. Price > Chief Financial Officer Banks, Keith 52 2007 President - Global Wealth and Investment Management
. Moynihan, Brian 48 2007 President - Global Corporate and Investment Banking
Barbara J. Desoer >  President of the New Bank of McGee, Liam 53 2004 President - Global Consumer and Small Business Banking

America Mortgage, Home Equity Hammonds, Bruce -~ 2008 President - Global Card Services
& Insurance Services Business Sloan, 0. Temple 69 2006 Lead Director

Liam E. McGee > President - Global Consumer and [ Erinkley, Amy 52 2008 Clobal Risk Executive

Small Business Banking Massey, Walter 70 1998 Director
. . . Spangler, 70 1988 Director
Brian T. Moynihan >  President - Global Corporate and § Meredith

Investment Banking Ward, Jacquelyn 70 1994 Director

Keith T. Banks > President - Global Wealth and Mitchell, Patricia 65 2001 Director

Investment Management Gifford, Charles 65 2005 Director
Barnet, William 65 2004 Director

Bruce L. Hammonds > President - Global Card Services B colins. John 61 2004 Director
Countryman, Gary 68 2004 Director

) ) o _ May, Thomas 60 2004 Director
J. Steele Alphin > Chief Administrative Officer Ryan, Thomas 55 2004 Director

Amy Woods Brinkley > Global Risk Executive Franks, Tommy 62 2005 Director
Bramble, Frank 59 2006 Director

Full list on Reuters » Tillman, Robert 64 2005 Director

Craig R. Rosato > Chief Accounting Officer




Searching for a target
pipl &= Emw T E]

Christian Martorella, Spain

Professional & Business

g Christian Martorella, Manager, Computer & Network Security, ES... &
u Professional Profile & Networking - LinkedIn www.linkedin.com

Results for Christian Martorella without Spain

Personal Profiles

Christian Martorella...
Customer Profile - Amazon.com www.amazon.com - Deep Web

Christian Martorella...
Personal Web Profile - Facebook www.facebook.com

Christian Martorella...
Personal Web Profile - Facebook www.facebook.com

Publications

Laramies Corner: Memoryze - Memory forensic tool. 11 Nov 2008 by Christian...
— Blog Posts - Google Blog Search laramies.blogspot.com

Laramies Corner, - http: //laramies.blogspot.com/...
—= Blog Posts - Google Blog Search blogsearch.google.com

Email Address

. researched by: - Alberto Moro <amoro®s21sec.com> 5215ec With thanks to: -

Christian Martorella <cmartorella®@s21sec.com> 5215Sec [ REFERENCES ] * Timbuktu ...
S21Sec Advisory ... www.s21sec.com

Advanced web application defense with Modsecurity. Daniel Fernandez Bleda.

dfernandez®isecauditors.com. Christian Martorella. cmartorella®@isecauditors.com.
Advanced Web Application Defense with ModSecurity wiki.whatthehack.org

Web Pages web and image results enhenced by Co :{lk

Christian Martorella. Gender: Male; Industry: Technology; Occupation: Security
Engineer; Location: Barcelona : Catalunya : Spain ...

Blogger: User Profile: Christian Martorella www.blogger.com
Christian Martorella. From What The Wiki?! Advanced Web Application Security Defense

with ModSecurity - Click for more details... Click for more details. ...
Christian Martorella - What The Wiki?! wiki.whatthehack.org

OISSG - Open Information Systems Security Group website.



Usercheck.com

.M - available

laramies

(5] IikeTotallyLovelt - -zi=bi

ﬁm - available

B8 Behance - vaiable

¥ Imageshack - «vaiable

§) Stumbleupon - «vaiable

[8 Blogger -

[ Isfingawesome - ==/l

§S Technorati - =2 abie

Brightkite - «vaiable . Jaiku - cvailable URL - available
¥, Colourlovers - =vailable [l Koornk - =vailable T Tipd - cvailable

@ Corkd - available .m-availab]e .M-avai[able
4 Dailymotion - ovailable 6 Lastfm - T Tumblr - =vaiable
1M' -M'w .m-available
#fi Digg - ~vailable “, Livejournal - [ Typepad - -vailabie

& Magnolia - ~vailabie

49 Uservoice - 2vailable

|D] Disqus - =vaiable M Meemi - available B Ustream - vailanie
& Ebay - i Mibox - 2vailablo V] Vimeo -
IE| Etsy - I Multiply - ovailable [ Virb - =vailabie N

-m - available

[ Myspace -

" Visualizeus - =voilable

&3 Ffffound - cvaiable

#® Odeo - =vailable

¥ Vox - available

oo Flickr - .m-available 00 Wakoopa - available

[f§ Friendfeed - «voicbie Picasa - () Wordpress - «vailable

f) Funnyordie - =vailable .M- available .m- available

2 Gmail - [El Posterous - -vailable Yahoo - N
by

[ Hellotxt - 2vailabie

JB| Pownce - 2vailable

8 Yotify - =vailable

M - available

M - available

& Youtube -

A A A A A A A A A A A
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Facebook facebook

Phone in sick and treat himself to a day in bed.

Kyle Doyle
& not aoing to work ,-\

Kyle Doyle's Facebook profile makes it quite
obvious he was not off work for a 'valid medical
reason'



All together - Maltego

Maltego is “the only” protfessional Information
Gathering tool.

“Information is power
Information is Maltego”
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Conclusions

x Clean your files betore distribution

x \\Neb applications should: clean files on upload (if it’s not
needed)

® \\Neb applications should try to represent the
information in-a non parseable way :/

x Be careful what you post/send
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