51 No quieres que sepa tu nombre,
por que llevas el DNI en la frente?

Christian Martorella & ot
CISSP, CISA



Penetration testing

Information Gathering

Discovery / Fingerprinting

Vulnerability analysis

Exploitation

Reporting
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Information Gathering

Denotes the collection of information before the
attack. The idea is to collect as much information
as possible about the target which may be

valuable later.
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I.G - Types of information

e Domain, subdomain/host names

e User names " jdoe

e Email Accounts "> jdoe@target.com

e Workers names " John Doe



mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com
mailto:jdoe@target.com

I.G what for?

e Host/domain information for
discovering new targets, to get a
description of the host, industrial
espionage, etc

e User names,emails, worker names, for
performing brute force attacks on
available services.




How can we obtain
this kind of info?




Obtaining host and Domains
names - Classic

e Zone Transfer (active)
e Whois (passive)

e Reverse Lookup (active)

e BruteForce (active++)




Zone-Transfer - DIG

request: dig @srv.weak.dns weak.dns -t AXFR

A

Tester

= IDINS
> server




DNS bruteforce

domain: target.com

— host afrodita.target.com

Tester -«
afrodita.target.com has 192.168.1.1

IS
server

Discoverd hosts:
afrodita
Nneo




Obtaining host and Domains
names II

e Search Engines (passive)

e Public PGP key servers (passive)




Obtaining host and Domains
names II

e The PGP public key servers are only
intended to help the user in exchanging
public keys

e hitp://kKeyserver.veridis.com/

EEE :



http://pgp.mit.edu
http://pgp.mit.edu

btaining host and Domains -
Search engines

nasa.gov Buscar con Google

-l @ ’ﬂq‘ |G http: / fwww.google.es/search?hl=es&g="nasa.gc... ¥ = |(; v capture video free CL

Acceder

LaWeb Imagenes MNoticias Mapsi™U®YC' Grupos Mas »

™ . " —  Busgueda avanzada
L ) nasa.gov (Busears) =
—_— — - o =

Busgueda: ® 1aweb C paginas en espanol . paginas de Espana

La Web Resultados 1 - 10 de aproximadamente 13.100.000 de "nasa.gov”. (0,04 segundos)

NASA - Home - | ]

The nasa.gov site reguires that JavaScripts be enabled in your browser. ... Follow this link to
go to the text only version of nasa.gov ...

Www.nasa.gow! - 69k - -

Space Shuttle STEREDQ - The Sun in 30
MULTIMEDIA Hesults

Mews - Highlights Want to Work at NASAY
Missions - Highlights space Station Section

Ciencia @ NASA

Reportajes cientificos sobre astronomia, ciencias espaciales, fisica y biologia. °.
oenciaas v/ 17k 1 - subdomai
ol

El Sol se voltea

Actualizaciones sobre |a misian de |a sonda Ulises se pueden encontrar en Wafernet por el JPL
en http:/fulysses jpl.nasa.gov. ...

ciencia.nasa.qov/headlines/y2001/ast15feb 1. htm - 19k -

[ ]

Imagenes Interactivas de Satélites Meteorologicog Beoestacionarios ...
Oficial Responsable: Dr. James E. Arnold [jim.arnald@m%asa.gnw Administrador de la

Pagina: Paul J. Meyer (paul.meyeriimsfc.nasa.gov) «
weather. msfc.nasa.gov/GOES/goes es.html - 12k - -

The Space Place :: Inicio
Informaciones, juegos, entretenimientos y curicsidades sobre el mundo espacial.
spaceplace. nasa.gov/splkids’ - 18k - -




Obtaining host and Domains

| ] =y B http://keyserver.veridis.com:11371/search?q=apple.com&p=3 = Q= pgp key server redir

M Page Load Error /M Page Load Error ) PGP Corporation - Onl.. ) MIT PGP Key Server B OpenPCP Keyserver - .. DLinhutIln Home

KeyServer

93 of about 555 for apple.com. [0.044

=
]
<
W

Key ID Creation Expiration
% Fa 1 =
B E

OV

subdormains

02471029 2002704411 Mever

[ (VRPAR LS NI -

o
B o= b
» =3 b
B =3k
> =3
B =3k
 =E b
L
» by
> =
o=
F = L
(o
» = Ll
o= O
» e L
= O
B E
o
» e Cf
o=
L
B o= O
o
B o= O
»  mgC
B o= O
» =g C
=g Cf
» =g Cl
B =g Cf
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Obtaining host and Domains

Subdomainer
cae TS — 0 =

glast.gsfc.nasa.gov ====> 128.183.248.122
izccp.gizss.nasa.goy ====> 169,154,284 ,32
aura.gsfc.nasa.gov ====x 128.183.212.718 _
WWy  cdsce . nasa.goy ====> ZA3.37.69.18 gov -1 288 -m google
nightzky.jpl.naza.gov ====> 128,149,224 .62
microgravityuniversity.jsc.nasa.gov ====> 195.122.144.186
rapidfire.zci.gsfc.nasa.goy ====> 169.,154.,196.76
neat.jpl.nasa.goy ====> 137.73.173.64
earthobzervatory.nasa.goy ===== 125.153.183.247
OpensSource.arc.nasa.goy ====> 128,182,182 .35
climate.gsfoc.nasa.goy ====> 128,183.182,137

nammd .mefc.nasa.goy ====> 195.122.199.243

Wy Wzt .nasa.gov ====> 138.135.118.42

AZrE.arc.nasa.goy ====> 128,182,2,1385

career launch.jpl.nasa.goy ===== 125.149.125.44
echo.jpl.naza.gov ====> 137.78.283.36
onearth.jpl.naza.gov ====> 128.149,132.199
medigarchive.kzc.naza.gov ====> 193.119.282 .51
education.gsfc.nasa.gov ====> 128.183.244.216
iztp.gsfoc.nasa.goy ====> 128,183.198.25
ghrc.msfoc.nasa.goy ====> 195.122.,199.239
zec.gsfoc.nasa.goy ====> 128.183.169,193

ezC. Nasa.goy ====> 128,183,112,187

gchn.gsfoc.nasa.goy ===== 125.153.248.45
Llheamail.gsfoc.nasa.goy ====> 128.183.16.143
hdrd.gsfoc.nasa.goy ====> 128,183.182.288

liberacion: toolzs/edge/edgezec/subdomainer root# D P

S S21sec
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Obtaining user names - Classic

e Search engines (passive) (@M

e Web pages (passive)




Other sources..




Obtalining user names - New
sources

e PSP key servers (passive)

e Social Networks (passive)

e Metadata (passive)




Obtalining user names - New
sources

e Social networks Linked 3.

LinkedIn is an online network of more than 15 million
experienced professionals from around the world,
representing 150 industries.




Obtaining user names - New
sources [Ei%%lin}

@ Your Network

I_I.-' '-.l_ll II.-' '|-.III II__.-' -r'-ll
Connections Two degrees Three degrees
Your colleagues Friends of friends Their friends

3,200+ 279,400+

Current Job
Pasts Jobs
Education

Job description
Etc...




Social networks,
correlations

_— "
- Ivichael % Kewin i Cliff
Raobert n Jay
Ivlatthew : m Jayne

Jasan

o Brennan
Shelly ’ Kingsley
. il -]

Sarah
maggie dj zealo

. " ) n Johann
A cristine o Ficardo “ Dhalkshin
; Jonath i
u a Grayson n ﬂ Thomas

Gaurawv

S Y ick

aSLEVE

Mathan

- - HMejandra
m Patrick - Tamara

Christiaan
Julie

Femando

Chris

John Kenn ¥ i‘ J asep h

S21sec
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http://jheer.org/vizster/images/basic.png
http://jheer.org/vizster/images/basic.png
http://jheer.org/vizster/images/basic.png
http://jheer.org/vizster/images/basic.png

Obtalning user names -
theHarvester

libe libet Julie Atwood
Heather Landers

*okkd Pete Langloiz
*The Megumi Mordby
*Coc Eric Dawson

*Edt Tobey Fitch

*ome Solomon ELljashew
FokkA Conrad Klahn

Jennifer Dockeraw

Meil Saunders
J=ac Lance Hof fman

Rov Riccomini

Mick Hodge

Ellen Pellens

Bill Stewvenzon

Matthew Formica

Hichael Agustin

Dave Falkenburg

Carzten Brinkzschulte

Stewart Hopkirk
Exan Steve Flinn

Eric Shultz

Phil Kirschner

Woelle Gonzalez
Libe Danesze Cooper

Ben DeVMries

kKathy Tafel

Joe Interizano

Mark Leabo

Gregor Purdwy

Joe Jazinzkas

Wicholaz VYolodimer

kFati Lechhner

Pete Petras

Total results: 71 '1
liberacion:toolz/edgesedgesec/theHarvester root# |:| | sec
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Obtalning emails -
theHarvester

liberacion:tools/edgesedgesec/theHarvester root# python theHarvester.py -d "naza.gov" -1 1688 -b google

etk b o Rk Rk o Rk o Rk o ok

*¥TheHarvester Yer. 1.4 *
*Coded by laramies *
¥Edge-Security Research *
*cmartorel lodedge—-security .com *

ook b bR ok ok b bR ok ok b b Rk ok ko ok okok ok ok o ok

Searching for nasza.gov in google

Total results: 127886606
Limit: 188
Searching resultz: B

Accounts found:

Jim.arno lddmsfc.nasa.goy

paul .meverdmsfc.nasa.goy

g lobuzdnas .nasa.goy
helpdsti.nasa.gov

earthwebdmail .nasa.gov
hiztinfodhg.nasa.goy
E.Larkodnasa.gov
steven.m.graham.2dgsfc.nasa.goy
starchi lddheazarc.gsfc.nasa.goy
ezpenakdgsfc.nasa.goy
piercedagnes .gsfc.nasa.goy
accessdnai l .arc.nasa.goy

Total results: 12
liberacion:toolssedgesedgesecheHarvester root# D



Obtalining user names - New
sources

Metadata: is data about data.

Is used to facilitate the understanding, use and
management of data.




Obtalining user names - New
sources - Metadata

Provides basic information such as the author of a
work, the date of creation, links to any related
works, etc.




Metadata. - publin Core (schema)

Content & about the

ey e e s e

Title Author or Creator Date
Subject | . Publisher " Type
Description - (iouiltmbutormw o Format
Language b R1g£ts e Identifier
Relation |

Coverage

S S21sec
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Metadata - example

{3 kubunt

logo-Ubuntu.png logo-Kubuntu.png
software - software -
size - 1501x391 size - 1501x379
mimetype - image/png mimetype - image/png



http://www.inkscape.org
http://www.inkscape.org

Metadata,

e SO where can we get interesting
metadata®?

S S21sec




Metadata,

e Ok, I understand metadata... so what?




Meta ofil

e Metas ofil is an information gathering

tool designed for extracting metadata of
public documents (pdf,doc,xl1s,ppt,etc)
availables in the target/victim websites.




Meta ofil

site:nasa.gov filetype:ppt

Web |mages News

G (_) I'._ jg [G | site:nasa.gov filetype:ppt

Web Result

repm] Annual Procurement Report

File Format: Microsoft Powerpoint - Miew as HTML

Annual Procurement Report. Fiscal Year 2003. NASA GODDARD SPACE. FLIGHT CENTER.
1. 2. Source: Code 2100 * Includes MASA HO. MASA GSFC* Procurement Personnel ...
www.gsfc.nasa.gov/APRFY20031.ppt -

PP WWW.Nasa.qov/ppti47355main_Headguar.ppt

File Format: Microsoft Powerpoint - View as HTML

NASA NPG 7120.5A Town Hall. Agenda; Welcome and Introductions - Chris Christensen:
Agency Perspective - General Dailey; NPG 7120.5A Overview - Carolyn ...

pe MAGNETIC FIELD USES SOUND WAVES TO IGNITE SUN'S RING OF FIRE
File Format: Microsoft Powerpoint - View as HTML

MAGNETIC FIELD USES SOUND WAVES TO IGNITE SUN'S RING OF FIRE. Stuart

Jefferies, University of Hawaii, HI. Viggo Hansteen, University of Oslo, Norway ...

alplely]

www._nasa.gov/ppt/178222main_nasa_press_no_comment.ppt -
PP WWW.Nasa.gov/ppt/119097main_Marks.ppt
File Format: Microsoft Powerpoint - View as HTML

1. NOAA 2005 Hurricane Field Program — Intensity Forecast Experiment (IFEX) Frank Marks
NOAA/ADML Hurricane Research Division ...

e WWW.Nnasa.gov/ppt/118984main_heymsfield_telcon_slid...
File Format: Microsoft Powerpoint - View as HTML
ER-2 Doppler Radar. (EDOP). Cloud Radar System (CRS). MODIS Airborne Simulator (MAS ).

i [ 500

Advanced Microwave Precipitation Radiometer (AMPR) ! Lightnin

Tomorrow’s Digital Security, Today



Meta, ofil
Downloaded files
s- B
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Meta, ofil

laramies(@sd

File Edit Wiew Terminal Tabs Help
laramies@salvation: ~/edgesec/metagoofil laramies@sal ~jedgesec/metagoofil

laramies@salvation:~/edgesec/metagoofil$ python metagoofil.py

L G 36 BN BN SN GE g6 G A JE gE g e gE g B JK JK SN SN SN SN JE g - g g5 gE e e g g 3 3K 3 3

*MetaGooFil Ver. 1.2d *
*Coded by Christian Martorella *
*Edge-Security Research
*cmartorella@edge-security. com

usage: metagoofil options

: domain to search

: filetype to download (all,pdf,doc,xls,ppt, etc)
: limit of results to work with (default 1ee)

: output file, html format.

: target directory to download files.

Example: metagoofil.py -d microsoft.com -1 20 -f all -o micro.html -t micr
o-files

laramies@salvation:~/edgesec/metagoofils |

S S21sec
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Meta ofil - results

htp://lwsscience gste.nasa.gov/ Townsend _LWSWG.ppt
Local copy Open

Important metadata:

mimetype - application/vnd.ms-powerpoint
paragraph count - 181

last saved by - Lt

creation date - 2004-04-03T23:36:582
title - PowerPoint Presentation

word count = 974

creator = Lt

date - 2004-04-06T712:42:45%

generator - Microsoft PowerPolint

http://saber.larc.nasa.gov/03SABER _non_LTE_algo_approach . ppt

Local copy. failed download :(

http://ldcm.nasa.gov/library/Analysis_L7ImageryPurchases_1 10501 ppt
Local copy Open

Important metadata:

mimetype - application/vnd.ms-powerpoint
paragraph count - 123

last saved by - _RWIEER

template - C:‘\Documents and Settings'ml0282%\Application Data\Microsoft\Templates'mtek briefing.pot
creation date = Z001=00=LaTS1::b6:00%
title - TitleHere

word count - 520

page count = 3

creator - Mitretek Systems

date = 2001-11-08T13:26:222

generator - Microsoft PowerPoint 4.0

http://gsfctechnology.gstc nasa.gov/Codedd0procurement0201 2005 .ppt




Meta ofil - results

http://weboflife .nasa.gov/1202 doc
Local copy Open

Important metadata:

mimetype - application/msword

revision history - Rewvision #0: Author 'Fhilip T. Metzger' worked on
lanquage = U.5. English

paragraph count - 2

line count - 10

last saved by - Philip T. Metzger
character count - 1.5H

template - Hormal.dot

creation date = 2005-01-03T13:33:00Z
title - Penetrometer Testing of Transparent Granular Medium
word count = Z20

page count = 1

creator - Masahiro Toiya

date = 2005=-01-03T13:35:002

generator - Microseft Word 10.0

R

http:/fweboflife nasa.gov/0704 doc

Local copy Open

Important metadata:

mimetype - application/msword

revision history - Rewvision #0: Author 'Fhilip T. Metzger' worked on
lanquage = U.5. English

paragraph count - 2

line count - B

last saved by - Philip T. Metzger
character count - 1004

template - Hormal.dot

creation date - 2005-01-03T17:01:00Z
title — Rapid Relaxation of a Granular Step
word count = 175

page count = 1

creator - akudrolli

date - 2005-01-03T17:01:00%

generator - Microsoft Word 10.0

LI ]




Meta ofil - results

http://imdc .nasa.gov/IMDCPrework x1s
Local copy Open

Important metadata:

hitp://www.nasa.gov/xIs/ 1 31027main_12 I TVSked .xls
Local copy Open

Important metadata:

http:/fwww.nasa.gov/xls/163559main_LunarExplorationObjectives xls

Local copy Open

Important metadata:




Meta ofil - results

http:/f'www.nasa.gov/doc/47 147main_pmsepstruc.doc

Local copy Open

Important metadata;

mimetype - application/msword

revision history - Revision #9: Author ‘Jennifer Romeo® worked on 'romeo HD:Documents:Articles & News:Articles PWM
revision history = Revision #8: Author "Jjwiater' worked on ‘MA\RGINTS\NasaENared\FMSEE ZETS ONTETENCE vimgmiea
revizion history - Revision #7: Author “John Newccomb' worked on 'C:\My Documents\Scientific Man\Current Programsh
revision history - Revision #6: Author Edutech User' worked on 'C:\My Documents\PMSEP Detailed Structure 8-9-02.
revision history = Revision #5: Author ‘Edutech User' worked on ‘C:\My Documents\PMSEF Detailed Structure 8-9-=02.
revision history - Rewvision #4: Author ‘Edutech User' worked on 'C:\My Documents\PMSEP Detailed Structure 8-7-02.
revision history - Rewvision #3: Author ‘Edutech ' worked on 'C:\My Documents)\PMSEP Detailed Structure 8-7-02 .
ravision history = Rewvision #2: Author ‘Edutech ' worked on ‘C:\WINDOWS\Temporary Internet Files\OLE4\FMSEF I
revizion history - Rewvision #1: Author ‘Edutech ' worked on 'C:\Documents and Settings\krobinson‘\Applicaticn

revizion history - Rewvision #0: Author ‘Edutech worked ‘C:\Documents and Settings\krobinzon‘\Applicaticn

language = U.S5. English

paragraph count - 13

line count - 55

last saved by = Jennifer Romeo

character count = G/17

template - Normal

creation date = 2002-0B=12T14:24:00Z

title - CONFERENCE STRUCTURE

word count - 1178

page count = 5

creator = John Newcomb

date - 2007-0B-12T1Z:2Z2:002

generator = Microsoft Word 9.0




Meta,

?ath Disclosure:

IC:\Documents and Settings‘\baltner\Application Data\Microsoft\Word)\
IC:%_ ISEM\MyProjects\XMLCIO\projectPlan\
C:\Documents and Settings‘\rbenedic\My Documents‘XML\NASA XML\XML Business Case\Final Business Case\

Normalh
C: \WINNT\Personalh
N
U:\users\smarucci‘Al\Writing\Internet\HOMEPAGE\cs)\

U:\code_ hk\Competitive Scourcing\Ten Year Look Back)

C:\Documents and Settings\jlecren\Application Data\Microsoft\Word\

C:\My Documents\2Ldp\Website\2005 Webk Site Update\Reports\

C:\My Documents)\2Ldp\2005-06%10rientation\1Participants\20rientation Binder\Section D Reports)

C:%\My Documents\2Ldp\2005-06\10rientation\1Participants\20rientation Binder\Section D)\

IC:\My Documents\2Ldp\2004-05\070rientation\Participants\20rientation Binder\Section D)\

C: %My Documents\2Ldp\Website\2004 Updatel\llReports)

IC:\Documents and Settings‘\rbenedic\Application Data\Microsoft\Word\

C:\Documents and Settings\rbenedic\My Documents\XML\NASA XML\NASA XML Project Plan\MNASA XML Froject Plan Revisio
\\RGINTS\Nasashared\PMSEP\PMSEF 6\Structure\

C:%“My Documents\Scientifiec Man\Current Programs\EduTech Work\PMSEP Folder\Structure‘\Present Structure}

IC: My Documents)

C: \WINDOWS\Temporary Internet Files\OLK4)\

C:%\Documents and Settings‘\krobinson\Application Data\Microsoft‘\Word\

U:\users\kbayer\IOY0O3\

C:\Documents and Settings\ud4ri%mah\My Documents\Rocket Blast\KSC Meeting\

C:\Documents and Settings\ud4ri9mah\Application Data\Microsoft\Word)

C:\Documents and Settings\pcurto\Desktop\

VAR

AN

C:\Documents and Settings\akennedy\My Documents\Datahattach)

U:\users\kbayer\DATA\Word\

Macintosh HD:Users:mls:Documentsl:Documents:student travel:Hemispheresapp'

Macintosh HD:Documents:student travel:Hemispheresapph

Macintosh HD:Documents:student travel:astrobiology workshop:ABstudentapph

Macintosh HD:Users:mls:Desktop:astrobiology workshop:ABstudentapp

C:\Documents and Settings‘\lucero james\Desktop\

C:\Documents and Settings\cordova cecilia\Desktop\PDP\FY03PDPFDescrip\

C:\Documents and Settings\cordeova cecilia\Desktop\PDP\

C:\CECILIAS0998\Word09%98\PDPAug99h

Gwen Young:Desktop Folder:Gwen\

C:\Program Files\Microsoft Office\Templates\Presentation Designs\

D:\Microsoft Office\Templates\Presentation Designs)

C:\Program Files\0fficeZK\Templates\Presentation Designs)

Macintosh HD:Users:pmhughes:Documents:PH'sDocs:* Peter's Data* :* GSFC RETD #:FY07 RaTD Planning:FY07 IntegInvh
C: \WINDOWS\Desktop\

38
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Meta ofil & Linkedin
results

e Now we have a lot of usernames, what
can ido?




Using results
e User profiling

e Dictionary creation dJohn Doe

\4

john.doe
jdoe
j.doe
johndoe
johnd
john.d
jd
doe
john

=) ATTACK!
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